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What OIG Evaluated

As part of ongoing efforts to respond to
requests from the current Secretary of State
and several Members of Congress, the Office
of Inspector General (OIG) reviewed records
management requirements and policies
regarding the use of non-Departmental
communications systems. The scope of this
evaluation covers the Office of the Secretary,
specifically the tenures of Secretaries of State
Madeleine Albright, Colin Powell, Condoleezza
Rice, Hillary Clinton, and John Kerry.

This report (1) provides an overview of laws,
regulations, and policies related to the
management of email records; (2) assesses the
effectiveness of electronic records
management practices involving the Office of
the Secretary; (3) evaluates compliance with
records management requirements; and (4)
examines information security requirements
related to the use of non-Departmental
systems.

What OIG Recommends

OIG makes eight recommendations. They
include issuing enhanced and more frequent
guidance on the permissible use of personal
email accounts to conduct official business,
amending Departmental policies to provide
for administrative penalties for failure to
comply with records preservation and
cybersecurity requirements, and developing a
quality assurance plan to address
vulnerabilities in records management and
preservation. The Department concurred with
all of OIG's recommendations.
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What OIG Found

The Federal Records Act requires appropriate management and
preservation of Federal Government records, regardless of
physical form or characteristics, that document the organization,
functions, policies, decisions, procedures, and essential
transactions of an agency. For the last two decades, both
Department of State (Department) policy and Federal regulations
have explicitly stated that emails may qualify as Federal records.

As is the case throughout the Federal Government, management
weaknesses at the Department have contributed to the loss or
removal of email records, particularly records created by the
Office of the Secretary. These weaknesses include a limited ability
to retrieve email records, inaccessibility of electronic files, failure
to comply with requirements for departing employees, and a
general lack of oversight.

OIG's ability to evaluate the Office of the Secretary’s compliance
with policies regarding records preservation and use of non-
Departmental communications systems was, at times, hampered
by these weaknesses. However, based on its review of records,
questionnaires, and interviews, OIG determined that email usage
and preservation practices varied across the tenures of the five
most recent Secretaries and that, accordingly, compliance with
statutory, regulatory, and internal requirements varied as well.

OIG also examined Department cybersecurity regulations and
policies that apply to the use of non-Departmental systems to
conduct official business. Although there were few such
requirements 20 years ago, over time the Department has
implemented numerous policies directing the use of authorized
systems for day-to-day operations. In assessing these policies,
OIG examined the facts and circumstances surrounding three
cases where individuals exclusively used non-Departmental
systems to conduct official business.

_ Office of Inspector General ____
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OBJECTIVES AND METHODOLOGY

In April 2015, the Office of Inspector General (OIG) initiated an evaluation to address concerns
identified during recent audits and inspections® and to respond to requests from the current
Secretary of State and several Members of Congress involving a variety of issues, including the
use of non-Departmental systems? to conduct official business, records preservation
requirements, and Freedom of Information Act (FOIA) compliance. This report, which is the
fourth and final to document OIG's findings in these areas,® addresses efforts undertaken by the
Department of State (Department) to preserve and secure electronic records and
communications involving the Office of the Secretary. Specifically, this report (1) provides an
overview of laws, regulations, and policies related to the management of email records; (2)
assesses the effectiveness of electronic records management practices involving the Office of
the Secretary; (3) evaluates staff compliance with records management requirements; and (4)
examines information security requirements related to the use of non-Departmental systems.

As part of the current evaluation, OIG reviewed laws, policies, and practices from (and, in some
cases, prior to) 1997 through the present, covering the tenures of five Secretaries: Madeleine
Albright (January 23, 1997-January 20, 2001); Colin Powell (January 20, 2001-January 26, 2005);
Condoleezza Rice (January 26, 2005-January 20, 2009); Hillary Clinton (January 21, 2009-
February 1, 2013); and John Kerry (February 1, 2013—Present).

OIG reviewed the requirements of the Federal Records Act* and the Federal Information Security
Management Act (FISMA)® and related regulations; circulars and directives issued by the
President, the National Archives and Records Administration (NARA), the National Institute of
Standards and Technology (NIST), and the Office of Management and Budget (OMB); applicable

! OIG has identified the following issues: inconsistencies across the Department in identifying and preserving records,
hacking incidents and other issues affecting the security of Department electronic communication, delays and other
processing problems related to FOIA requests, and concerns about an Ambassador’s use of private email to conduct
official business. See OIG, Review of State Messaging and Archive Retrieval Toolset and Record Email (ISP-1-15-15,
March 2015); OIG, Audit of the Department of State Information Security Program (AUD-IT-15-17, October 2014);
OIG, Management Alert: OIG Findings of Significant and Recurring Weaknesses in the Department of State
Information System Security Program (AUD-IT-14-03, November 2013); OIG, Inspection of the Bureau of
Administration, Global Information Services, Office of Information Programs and Services (ISP-1-12-54, September
2012); and OIG, Inspection of Embassy Nairobi, Kenya (ISP-I-12-38A, August 2012).

? For purposes of this work, OIG uses the term “non-Departmental systems” to mean hardware and software that is
not owned, provided, monitored, or certified by the Department of State.

? Previous reports include the following: OIG, Potential Issues Identified by the Office of the Inspector General of the
Intelligence Community Concerning the Department of State's Process for the Review of Former Secretary Clinton's
Emails under the Freedom of Information Act (ESP-15-04, July 2015), OIG, £valuation of the Department of State’s
FOIA Processes for Requests Involving the Office of the Secretary (ESP-16-01, January 2016), and OIG, Classified
Material Discovered in Unclassified Archival Material (ESP-16-02, March 2016).

44 US.C. chapters 21, 29, 31, and 33.

> Pub. L. No. 107-347, title III, 116 Stat. 2946 (2002). In 2014, FISMA was replaced by the Federal Information Security
Modernization Act, 44 U.S.C. § 3551 (2014).
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Department directives issued in the Foreign Affairs Manual (FAM) and the Foreign Affairs
Handbook (FAH);® and guidance and policies in cables and memoranda. Appendix A summarizes
the relevant laws and policies that OIG reviewed during this evaluation.

OIG employed a number of strategies to test compliance with email records preservation
requirements applicable to each Secretary’s tenure, including (1) sending questionnaires to
current and former staff of the Office of the Secretary requesting information about email usage
and preservation practices; (2) reviewing records and public statements related to email usage;
(3) comparing stated practices against applicable laws and policies; and (4) searching available
hard-copy and electronic files to identify and analyze email records and assess staff practices.
OIG faced a number of challenges in conducting this testing, which will be discussed in greater
detail throughout the report.

OIG also interviewed dozens of former and current Department employees, including the
Deputy Secretary for Management and Resources (D-MR); the Under Secretary for Management
(M); the Assistant Secretary and other staff in the Bureau of Administration (A); and various staff
in the Office of the Secretary and its Executive Secretariat (S/ES), the Office of the Legal Adviser
(L), the Bureau of Information Resource Management (IRM), and the Bureau of Diplomatic
Security (DS). In conjunction with the interviews, OIG reviewed paper and electronic records and
documents associated with these offices. OIG also consulted with NARA officials. Finally, OIG
interviewed Secretary Kerry and former Secretaries Albright, Powell, and Rice. Through her
counsel, Secretary Clinton declined OIG's request for an interview. ’

OIG conducted this work in accordance with quality standards for evaluations as set forth by the
Council of the Inspectors General on Integrity and Efficiency.

BACKGROUND

The Federal Records Act requires the head of each agency to “make and preserve records
containing adequate and proper documentation of the organization, functions, policies,
decisions, procedures, and essential transactions of the agency and designed to furnish the

® The Department articulates official guidance, including procedures and policies, on matters relating to Department
management and personnel in the Foreign Affairs Manual and Handbook. 2 FAM 1111.1 (July 3, 2013).

7 In addition to Secretary Clinton, eight former Department employees declined OIG requests for interviews: (1) the
Chief of Staff to Secretary Powell (2002-05); (2) the Counselor and Chief of Staff to Secretary Clinton (2009-13); (3) the
Deputy Chief of Staff for Policy to Secretary Clinton (2009-11) and the Director of Policy Planning (2011-13); (4) the
Deputy Chief of Staff for Operations to Secretary Clinton (2009-13); (5) the Deputy Assistant Secretary for Strategic
Communication (2009-13); (6) the Director of the S/ES Office of Information Resources Management (2008-13); (7) a
Special Advisor to the Deputy Chief Information Officer (2009-13) who provided technical support for Secretary
Clinton’s personal email system; and (8) a Senior Advisor to the Department, who supervised responses to
Congressional inquiries (2014-15). Two additional individuals did not respond to OIG interview requests: the Deputy
Secretary of State for Management and Resources (2011-13) and an individual based in New York who provided
technical support for Secretary Clinton’s personal email system but who was never employed by the Department.

ESP-16-03 2
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information necessary to protect the legal and financial rights of the Government and of persons
directly affected by the agency's activities.”® Effective records management is critical for
ensuring that sufficient documentation of an agency’s business is created, that an agency can
efficiently locate and retrieve records needed in the daily performance of its mission, and that
records of historical significance are identified, preserved, and made available to the public.’

Citing its responsibilities under the Federal Records Act, the Department sent letters in October
and November 2014 to the representatives of former Secretaries Albright, Powell, Rice, and
Clinton requesting that they make available copies of any Federal records in their possession,
such as emails sent or received on a personal email account while serving as Secretary of State.
In response, Secretary Albright's representative advised that Secretary Albright did not use a
Department or personal email account during her tenure, and Secretary Rice's representative
advised that Secretary Rice did not use a personal email account to conduct official business.™
Representatives for Secretaries Powell and Clinton acknowledged that the Secretaries used
personal email accounts to conduct official business.

Secretary Powell has publicly stated that, during his tenure as Secretary, he “installed a laptop
computer on a private line” and that he used the laptop to send emails via his personal email
account to his “principal assistants, individual ambassadors, and foreign minister colleagues.”*
Secretary Powell's representative advised the Department in 2015 that he did not retain those
emails or make printed copies.'? Secretary Powell has also publicly stated that he generally sent
emails to his staff via their State Department email addresses but that he personally does not
know whether the Department captured those emails on its servers.

Secretary Clinton employed a personal email system to conduct business during her tenure in
the United States Senate and her 2008 Presidential campaign. She continued to use personal
email throughout her term as Secretary, relying on an account maintained on a private server,
predominantly through mobile devices. Throughout Secretary Clinton'’s tenure, the server was
located in her New York residence.

844 U.S.C. § 3101. The FAM assigns these recordkeeping responsibilities to officials within the Bureau of
Administration. 1 FAM 214 (May 1, 2009); 1 FAM 214.2 (November 25, 1998); 1 FAM 216.4 (January 17, 1997).

° GAO, National Archives and Records Administration: Oversight and Management Improvements Initiated, but More
Action Needed (GAO-11-15, October 5, 2010).

19| etter from Margaret P. Grafeld, Deputy Assistant Secretary for Global Information Systems, Bureau of
Administration, U.S. Department of State, to Paul M. Wester, Jr., Chief Records Officer for the U.S. Government, NARA
(April 2, 2015) [hereinafter Grafeld Letter].

1 Colin Powell, it Worked For Me: In Life and Leadership 109 (2012).
12 Grafeld Letter. Secretary Powell did not provide his emails to the Department in any form.

3 ABC News, This Week Transcript: Former Secretary of State Colin Powell (March 5, 2015), available at
http://abcnews.go.com/Politics/week-transcript-secretary-state-colin-powell/story?id=29463658.

¥ A March 17, 2009 memorandum prepared by S/ES-IRM staff regarding communications equipment in the
Secretary’s New York residence identified a server located in the basement.
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In December 2014, in response to Department requests, Secretary Clinton produced to the
Department from her personal email account approximately 55,000 hard-copy pages,
representing approximately 30,000 emails that she believed related to official business. In a
letter to the Department, her representative stated that it was the Secretary’s practice to email
Department officials at their government email accounts on matters pertaining to the conduct
of government business. Accordingly, the representative asserted, to the extent that the
Department retained records of government email accounts, the Department already had
records of the Secretary’s email preserved within its recordkeeping systems.'

PRESERVATION REQUIREMENTS HAVE GENERALLY REMAINED
CONSISTENT AS LAWS AND POLICIES RELATED TO THE USE OF
EMAILS HAVE EVOLVED

The requirement to manage and preserve emails containing Federal records has remained
consistent since at least 1995, though specific policies and guidance related to retention
methods have evolved over time. In general, the Federal Records Act requires appropriate
management, including preservation, of records containing adequate and proper documentation of
the “organization, functions, policies, decisions, procedures, and essential transactions of the
agency.”*® Although emails were not explicitly mentioned in the Federal Records Act or FAM until
the mid-1990s, the law has stated since 1943 that a document can constitute a record “regardless of
physical form or characteristics.”"’

NARA promulgates regulations providing guidance to agencies on implementation of the Federal
Records Act and recordkeeping obligations more generally.*® Since 1990, the regulations issued by
NARA have explained that the medium of the record may be “paper, film, disk, or other physical type
or form” and that the method of recording may be “manual, mechanical, photographic, electronic, or
any other combination of these or other technologies.”*® These regulations also have stated that a
record can be made "by agency personnel in the course of their official duties, regardless of the
method(s) or the medium involved.””® See Appendix A for a compilation of preservation laws
and policies that were in effect during the tenures of each Secretary, from Secretary Albright
through Secretary Kerry. Figure 1 shows the evolution of management and preservation
requirements related to emails containing Federal records.

1> Letter from Cheryl Mills, cdmills Group, to Patrick F. Kennedy, Under Secretary of State for Management (December
5, 2014).

644 Us.C.§3101.

7 H.R. 2943, Records Disposal Act of 1943, 57 Stat. 380 (July 7, 1943).
18 44 U.S.C. § 2904.

1936 CF.R. § 1222.12(b)(2) (1990).

%036 C.F.R. § 1222.12(b)(3) (1990).
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Figure 1: Timeline of Selected Records Management Requirements and Policies

Federal Records Act requires mangement
of records documenting an agency's:

* organization

« functions
+ policies
« decisions

* procedures

« essential transactions
Requirement includes safeguarding against
removal or loss of records.

1997-2001 Madeleine Albright

1997

S/ES memo to all Assistant Secretaries states that
emails may be Federal records, in which case they
should be printed and filed.

2005-2009 Condoleezza Rice

2005

NARA bulletin requires that records must remain in
custody of agencies and employees must ensure
that they are incorporated into recordkeeping
systems, especially those generated on personal
computers.

2013-Present John Kerry

2013
NARA authorizes role-based automatic preservation
of emails.

2014

Federal Records Act amended to explicitly include
electronic records and to prohibit employees from
using personal email for official business unless
they copy their official email or forward to their
official email within 20 days.

Department directs employees generally not to
use personal email accounts for official business;
but if necessary to do so, employees must forward
such emails to their State account.

2015
Department begins automatically preserving emails
of senior officials.

Source: OIG analysis of laws and policies.

external email systems must take steps to ensure
these emails are preserved.

FAM amended to require that email records,
including external ones, must be preserved in the
Department'’s custody and that departing

employees must certify surrender of all official
documents.

CFR amended to confirm that an
@ email may be a record and agencies using

2001-2005 Colin Powell

2004
S/ES memo reminds departing officials to
incorporate all record material into the
Department's files and not to remove any
documentary materials—personal or official,
written or electronic—until such materials have
been reviewed by records and security officers.

2009-2013 Hillary Clinton

A 2009
CFR provision added: “Agencies that allow
employees to send and receive official electronic
mail messages using a system not operated by the
agency must ensure that Federal records sent or
received on such systems are preserved in the
appropriate agency recordkeeping system.”

2012
OMB and NARA require agencies to manage

email records electronically, instead of by print
and file, by December 2016.
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Email Records Equivalent to Other Records: In 1995, NARA amended the Code of Federal
Regulations to confirm that "messages created or received on electronic mail systems may meet
the definition of record.”?! The regulations also referenced the use of electronic communications
systems external to the Government, indicating that “agencies with access to external electronic
mail systems shall ensure that Federal records sent or received on these systems are preserved
in the appropriate recordkeeping system.”?? A recordkeeping system is a manual or electronic
system that captures, organizes, and categorizes records to facilitate their preservation, retrieval,
use, and disposition.”? The FAM adopted similar requirements in 1995, by providing in pertinent
part that:

all employees must be aware that some of the variety of the messages being exchanged
on email are important to the Department and must be preserved; such messages are
considered Federal records under the law.**

The FAM also included examples of emails that could constitute Federal records, including those
providing key substantive comments on a draft action memorandum, documenting significant
Department decisions and commitments reached orally, and conveying information of value on
important Department activities.”” The Department has frequently reminded employees of this
requirement, including through a November 2009 announcement to all employees that noted
that Federal records can be found in “any media, including email, instant messages, social
media, etc.”?® However, the Department believes that the majority of the millions of emails sent
to and from Department employees each year are non-permanent records with no long-term
value.

In 2014, Congress amended the Federal Records Act explicitly to define Federal records to
include “information created, manipulated, communicated, or stored in digital or electronic
form."?’

Methods of Preservation: According to NARA regulations, an agency “must ensure that
procedures, directives and other issuances ... include recordkeeping requirements for records in
all media, including those records created or received on electronic mail systems.”?® These
recordkeeping requirements include identifying specific categories of records to be maintained

21 36 C.F.R. § 1222.34(e) (1995).

236 C.F.R. § 1222.24(a)(4) (1995).

% 36 C.F.R. § 1220.18 (2009).

' 5 FAM 443.1(c) (October 30, 1995).
> 5 FAM 443.2(d) (October 30, 1995).

% See, e.g, 09 STATE 120561; Department of State, Records Management Responsibilities, Announcement No.
2009 11 125, November 23, 2009.

%7 presidential and Federal Records Act Amendments of 2014, Pub. L. No: 113-187, 128 Stat. 2003 (November 26,
2014) (amending 44 U.S.C. § 3301(a)).

2 36 C.F.R. § 1222.24 (October 2, 2009).
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by agency personnel. Such maintenance includes ensuring that complete records are filed or
otherwise identified and preserved, records can be readily found when needed, and permanent
and temporary records are physically segregated from each other (or, for electronic records,
segregable). Guidance issued by both NARA and the Department emphasize that every
employee has records management responsibilities and must make and preserve records
according to the law and Department policy.”

At the Department, compliance with this regulation and preservation of emails that constitute
Federal records can be accomplished in one of three ways: print and file; incorporation into the
State Messaging and Archive Retrieval Toolset (SMART); or the use of the NARA-approved
Capstone program for capturing the emails of designated senior officials. Since 1995, the FAM
has instructed employees, “until technology allowing archival capabilities for long-term
electronic storage and retrieval of E-mail messages is available and installed,” emails warranting
preservation as records must be printed out and filed with related Department records.’® NARA
regulations codified in 2009 also specified that agencies must not use an electronic mail system
to store the recordkeeping copy of electronic mail messages identified as Federal records unless
that system contains specific features.*! However, according to the Department, its technology
has “lagged behind” this mandate.

25 FAM 414.8 (September 17, 2004). The prior version was located in 5 FAM 413.10 (October 30, 1995). See a/so,
NARA, Frequently Asked Questions about Records Management in General, available at:
http://www.archives.gov/records-mgmt/fags/general.html#responsibility (January 20, 2001) (stating that “Federal
employees are responsible for making and keeping records of their work.").

3% 5 FAM 443.3 (October 30, 1995). S/ES-IRM reported to OIG that it has preserved email files numbering in the

thousands for selected senior officials dating back at least as far as Secretary Powell's administration, although OIG
found that these files are maintained in a format that makes them almost impossible to review or use.

3136 C.F.R §1236.22 (2009). These required features are specified in 36 C.F.R. § 1236.20(b) as follows:
(a) General. Agencies must use electronic or paper recordkeeping systems or a combination of those
systems, depending on their business needs, for managing their records. Transitory email may be managed
as specified in § 1236.22(c).
(b) Electronic recordkeeping. Recordkeeping functionality may be built into the electronic information
system or records can be transferred to an electronic recordkeeping repository, such as a DoD-5015.2 STD-
certified product. The following functionalities are necessary for electronic recordkeeping:

(1) Declare records. Assign unique identifiers to records.

(2) Capture records. Import records from other sources, manually enter records into the system, or
link records to other systems.

(3) Organize records. Associate with an approved records schedule and disposition instruction.

(4) Maintain records security. Prevent the unauthorized access, modification, or deletion of declared
records, and ensure that appropriate audit trails are in place to track use of the records.

(5) Manage access and retrieval. Establish the appropriate rights for users to access the records and
facilitate the search and retrieval of records.

(6) Preserve records. Ensure that all records in the system are retrievable and usable for as long as
needed to conduct agency business and to meet NARA-approved dispositions. Agencies must
develop procedures to enable the migration of records and their associated metadata to new
storage media or formats in order to avoid loss due to media decay or technology obsolescence.

ESP-16-03 7
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In 2009, IRM introduced SMART throughout the Department, enabling employees to preserve a
record copy of emails through their Department email accounts without having to print and file
them.?? However, the Office of the Secretary elected not to use SMART to preserve emails, in part
because of concerns that the system would allow overly broad access to sensitive materials. As a
result, printing and filing remained the only method by which emails could properly be preserved
within the Office of the Secretary in full compliance with existing FAM guidance.

In August 2012, OMB and NARA issued a memorandum requiring agencies to eliminate paper
recordkeeping and manage all email records in an electronic format by December 31, 2016.%
Subsequently, in August 2013, NARA published a bulletin authorizing agencies to use the
Capstone approach to manage emails based upon the sender or recipient’s role within the
agency (rather than the content of the email), which “allows for the capture of records that
should be preserved as permanent from the accounts of officials at or near the top of an agency
or an organizational subcomponent.”** In February 2015, S/ES began retaining the emails of
senior Department officials within its purview using the Capstone approach, a practice that was
broadened to approximately 200 senior officials across the Department in September 2015.%
However, if an employee is not a senior official under Capstone, he or she would still be
responsible for preserving emails in an appropriate agency recordkeeping system, such as
through the use of SMART or printing and filing.

Requirements for Email Records in Personal Accounts: As previously stated, documents can
qualify as Federal records regardless of the location, method of creation, or the medium
involved. Consequently, records management requirements have always applied to emails

(7) Execute disposition. Identify and effect the transfer of permanent records to NARA based on
approved records schedules. Identify and delete temporary records that are eligible for disposal.
Apply records hold or freeze on disposition when required.

(c) Backup systems. System and file backup processes and media do not provide the appropriate
recordkeeping functionalities and must not be used as the agency electronic recordkeeping system.

32 Prior OIG reports have observed that that use of the SMART system to create record emails has varied widely across
Department offices. OIG, Review of State Messaging and Archive Retrieval Toolset and Record Emai/ (ISP-1-15-15,
March 2015) and OIG, Inspection of the Bureau of Administration, Global Information Services, Office of Information
Programs and Services (ISP-1-12-54, September 2012).

3 OMB and NARA, Memorandum for The Head's of Executive Departments and Agencies and Independent Agencies:
Managing Government Records Directive (OMB Memorandum M-12-18) (August 24, 2012).

* NARA, Guidance on a New Approach to Managing Email Records, Bulletin No. 2013-02 (August 29, 2013), available
at https://www.archives.gov/records-mgmt/bulletins/2013/2013-02.html.

3> On January 29, 2015, the Executive Secretary notified the covered officials in the offices of the Secretary (S), the
Deputy Secretaries of State (D), the Under Secretary for Political Affairs (P), and the Counselor of the Department (C)
that on February 1, 2015, S/ES-IRM would begin permanently retaining all email activity in their State Department
accounts. This notice also stated: “You should not use your private email accounts (e.g., Gmail) for official business.”
Later in 2015, the Under Secretary for Management notified all Assistant Secretaries and equivalents and Principal
Deputies that all their email will be permanently stored and indexed beginning September 1, 2015. See Memorandum
To All Assistant Secretaries, Assistant Secretary Equivalents, And Principal Deputies: Email Retention (July 29, 2015).
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exchanged on personal email accounts, provided their content meets the definition of a record.
In 2004, NARA issued a bulletin noting that officials and employees “must know how to ensure
that records are incorporated into files or electronic recordkeeping systems, especially records
that were generated electronically on personal computers.” In 2009, NARA amended its
regulations explicitly to address official emails on personal accounts:

Agencies that allow employees to send and receive official electronic mail messages
using a system not operated by the agency must ensure that Federal records sent or
received on such systems are preserved in the appropriate agency recordkeeping
system.*

In the 2014 amendments to the Federal Records Act, Congress added a provision prohibiting
agency employees from creating or sending a record using “a non-official electronic messaging
account” unless they copy their official electronic messaging account in the original creation or
transmission of the record or forward a complete copy of the record to their official electronic
messaging account within 20 days.?” Shortly before the enactment of the 2014 amendments, the
Department issued an interim directive with similar requirements® and subsequently updated
the FAM in October 2015 as follows:

Under the Presidential and Federal Records Act Amendments of 2014, employees are
prohibited from creating or sending a record using a non-official email account unless
the employee (1) copies the employee’s official email account in the original creation or
transmission, or (2) forwards a complete copy of record (including any attachments) to
the employee’s official email account not later than 20 days after the original creation or
transmission....The U.S. National Archives and Records Administration has advised that
"personal accounts should only be used in exceptional circumstances.” Therefore,
Department employees are discouraged from using private email accounts (e.g., Gmail,
AOL, Hotmail, etc.) for official business. However, in those very limited circumstances
when it becomes necessary to do so, the email messages covering official business sent
from or received in a personal account must be captured and managed in a Department
email system in a manner described above in accordance with the Presidential and
Federal Records Act Amendments of 2014. If an employee has any emails (regardless of
age) on his or her private email account(s) that have not already been forwarded to the
employee’s official email account, then such emails need to be forwarded to the
employee’s state.gov account as soon as possible. Employees are reminded that private
email accounts should not be used to transmit or receive classified information.*®

3636 C.F.R. § 1236.22(b).
3 44 US.C. § 2911(a).

3 Department of State, A Message from Under Secretary for Management Patrick F. Kennedly regarding State
Department Records Responsibilities and Policy, Announcement No. 2014_10_115, October 17, 2014.

° 5 FAM 443.7 (October 23, 2015). Furthermore, the Consolidated Appropriations Act of 2016, which became Public
Law 114-113 on December 18, 2015, requires, at Section 7077, that the Department update policies and directives
needed to comply with Federal statutes, regulations, and presidential executive orders and memoranda concerning
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However, forwarding to or copying an employee's official email account alone is not sufficient to
fully meet records management requirements unless an employee’s email is being captured
under the Capstone approach. If such an email qualifies as a record, employees are still
responsible for preserving it in an appropriate agency recordkeeping system, such as through
the use of SMART or printing and filing.

Safeguards for Loss or Removal of Records: Both the Federal Records Act and NARA regulations
also focus on preventing the removal, loss, or alienation of Federal records. The Act requires the
head of each agency to establish safeguards against the removal or loss of records, including
making it known to officials and employees of the agency (1) that records in the custody of the
agency are not to be alienated or destroyed and (2) the penalties provided by law for the
unlawful removal or destruction of records.*® Although the FAM itself does not contain any
explicit administrative penalties for removal or destruction of records, it does advise employees
that such penalties exist and cites the Federal Records Act for this assertion.*

NARA regulations require each agency to have procedures to ensure that departing officials and
employees do not remove Federal records from agency custody.*”? The Department has
implemented these requirements through various FAM and FAH provisions that prohibit
employees from removing, retiring, transferring, or destroying Department records; prohibit
departing employees from removing any records; require each departing employee to sign a
separation statement certifying that he or she has surrendered all documentation related to the
official business of the Government; and require a review of documents proposed for removal
by a departing employee. ** For example, since 1982, the Department has given the

the preservation of all records made or received in the conduct of official business, including record emails, instant
messaging, and other online tools. The Act also required the Department to direct departing employees that their
records belong to the Federal government and to report within 30 days on the steps required to implement the
recommendations issued by OIG in the March 2015 Review of State Messaging and Archive Retrieval Toolset and
Record Email (ISP-1-15-15) and any recommendations from the OIG review of the records management practices of
the Department of State. Section 7077 also contains a prohibition from the use of certain appropriated funds to
support the use or establishment of email accounts or email servers created outside the .gov domain or not fitted for
automated records management as part of a Federal government records management program in contravention of
the Presidential and Federal Records Act Amendments of 2014 and a provision for withholding $10,000,000 from the
Capital Investment Fund until the records management reports required under Section 7077 are submitted to
Congress.

4044 UsS.C. § 3105.

415 FAM 413(a)(6) (September 17, 2004). NARA's regulations interpreting the Federal Records Act refer to the criminal
penalties in 18 U.S.C. §§ 641, 2071, but do not cite to any administrative penalties. 36 C.F.R. § 1230.12.

4236 C.F.R. § 1222.24(a)(6) (October 2, 2009).

5 FAM 431.5(d) (July 31, 2012); 5 FAM 432.4(d) (July 31, 2012); 5 FAM 414.7 (June 19, 2015); 12 FAM 564.4 (July 10,
2015); 5 FAH-4 H-217.2 (August 13, 2008). These are the most current versions of these provisions, but the
requirements have existed at least since 1995. See also 5 FAH-4 H-218a (April 15, 1997). For related discussions of
agency responsibilities concerning removal of agency documents by senior officials upon departure, see also GAO,
Federal Records: Removal of Agency Documents by Senior Officials Upon Leaving Office (GAO/GGD-89-91, July 1989),
and GAO, Document Removal by Agency Heads Needs Independent Oversight (GAO/GGD-91-117, August 1991).
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responsibility to the management section of each bureau, office, or post to ensure that every
departing employee has signed a separation statement (form DS-109) that includes the
following certification: “I have surrendered to responsible officials all unclassified documents and
papers relating to the official business of the Government acquired by me while in the employ of
the Department.”* Numerous Department cables and announcements have emphasized the
responsibility of every employee to sign a separation statement before she or he departs.*

Since 2004, both the Department and NARA have issued multiple notices emphasizing the need
to preserve emails that constitute Federal records and to surrender all Federal records prior to
departing government employment.*® These include an August 2004 memorandum from the
Executive Secretary that reminded departing officials not to remove any documentary materials,
whether personal or official and whether in written or electronic form, until such materials have
been reviewed by records and security officers. The memorandum also required departing
officials to ensure that all record material they possess is incorporated in the Department’s
official files. The Department reiterated this guidance in April, June, and October 2008.%” S/ES
conducts annual workshops with the Agency Records Officer on records management for
departing senior officials and their staffs. Such workshops were held in February 2007,
September 2008, June 2009, April 2010, October 2011, October 2012, October 2013, October
2014, and June 2015.

*'5 FAM 417.2 (March 16, 1982); 5 FAM 413.9 (October 30, 1995); 5 FAM 414.7 (September 17, 2004).

4 See, e.g., Procedures for the Removal of Personal Papers and Non-Record Material — 5 FAM 400, 5 FAH-4,
Announcement No. 2000_01_021, January 14, 2000; Procedures for the Removal of Personal Papers and Non-Record
Material, Announcement No. 2005_02_017, February 3, 2005; 05 STATE 00018818 (February 1, 2005); 14 STATE 56010
(May 09, 2014).

46 See, e.g., NARA, Protecting Federal records and other documentary materials from unauthorized removaj, Bulletin
No. 2005-03 (December 22, 2004); NARA, NARA Guidance for Implementing Section 207(e) of the E-Government Act
of 2002, Bulletin No. 2006-02 (December 15, 2005); Department of State, Records Management Procedures,
Announcement No. 2007_02_147, February 28, 2007; Department of State, Preserving Electronic Message (E-mail)
Records, Announcement No. 2009_06_090, June 17, 2009; 14 STATE 111506 (September 15, 2014); Department of
State, Departing Officials: Procedures for the Removal of Personal Papers and Non-Record Material, Announcement
No. 2008_04_089, April 17, 2008; Department of State, Reminder — Departing Officials: Procedures for the Removal of
Personal Papers and Non-Record Material, Announcement No. 2008_06_095, June 16, 2008; Department of State,
Reminder — Departing Officials: Procedures for the Removal of Personal Papers and Non-Record Material,
Announcement No. 2008_10_087, October 16, 2008 (“The willful and unlawful removal or destruction of records is
punishable by a fine or imprisonment of up to three years, or both (18 U.S.C. § 2071)."); 09 STATE 120561 (November
23, 2009); Department of State, Records Management Responsibilities, Announcement No. 2009_11_125, November
23, 2009; NARA, Continuing Agency Responsibilities for Scheduling Electronic Recordss, Bulletin No. 2010-02 (February
5, 2010); Department of State, A Message from Under Secretary for Management Patrick F. Kennedy regarding State
Department Records Responsibilities and Policy, Announcement No. 2014_10_115, October 17, 2014.

*” Memorandum from Karl Hoffman, Executive Secretary, to all Under Secretaries and Assistant Secretaries, Refresher
on Records Responsibilities and Review (August 9, 2004).
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MANAGEMENT WEAKNESSES CONTRIBUTE TO LOSS OF
EMAIL RECORDS

As discussed above, the Federal Records Act and related NARA regulations impose records
management responsibilities on both Federal agencies and individual employees. For agencies,
these responsibilities include establishing “effective controls” to manage the creation,
maintenance, use, and disposition of records in order to achieve adequate and proper
documentation of the policies and transactions of the Federal Government.*® According to
NARA, an effective records disposition program depends on scheduling® all records, regardless
of location and regardless of physical form or characteristics (paper or electronic).”® Therefore,
agencies must implement a records maintenance program so that complete records are filed or
otherwise identified and preserved, records can be readily found when needed, and permanent
and temporary records are physically segregated or are segregable from each other.”*

According to a 2010 U.S. Government Accountability Office (GAO) report, most agencies do not
prioritize records management, as evidenced by lack of staff and budget resources, absence of
up-to-date policies and procedures, lack of training, and lack of accountability.*® In its most
recent annual assessment of records management, NARA identified similar weaknesses across
the Federal Government with regard to electronic records in particular. NARA reported that 80
percent of agencies had an elevated risk for the improper management of electronic records,
reflecting serious challenges handling vast amounts of email, integrating records management
functionality into electronic systems, and adapting to the changing technological and 